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Abstract

In this paper, a self-supervised one-class sensors’ anomaly detection approach based on ensemble deep learning
for industrial control systems (ICS). ICSs were traditionally thoroughly separated from the internet and
enterprise networks. However, technological advancements have allowed them to connect to the internet to
improve the performance of their remote control. Although this connection provides many advantages for ICS,
it causes vulnerabilities against cyber-attacks. Anomaly detection is a prominent process to mitigate faults
along with the cyber-attacks. In this context, several anomaly detection methods are proposed that are mainly
based on local and short-term analyses of the data. The proposed method employs an ensemble deep learning
scheme based on combining various temporal, spatial, local, and global characteristics of the individual
detection agents during the prediction process, simultaneously. The detection agents have a homogenous
workflow with heterogenous prediction structures to consider various characteristics of the input signal. The
considered structures of the proposed detection method are based on Long-Short-Term Memory (LSTM),
Convolutional Neural Network (CNN), and fully connected (Dense) encoder-decoder schemes. Each unit
calculates a normal degree based on the prediction and reconstruction error for the input signal. The normal
degree is calculated based on the statistics of the encoder-decoder error considering the correlations among
spatial and temporal features. These structures execute in parallel and send their results to a weighted threshold
gate voter to determine the final output. As a result, the combination of critical characteristics of the data is
reflected in the final output, and its performance is enhanced in comparison to each detection agent. To
evaluate the efficiency of the proposed method, several experiments on a simulated ICS are performed and the
results demonstrate an average improvement of 14% in precision compared to related studies.

Keywords: Industrial Control System, Anomaly Detection, Deep Learning, Ensemble Learning,
Correlation.
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! Gradient descent

2 Recurrent Neural Network (RNN)
3 Long Short-Term Memory (LSTM)
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1: Initialize parameters 8, first moment vector m, and second moment vector
v

2: Initialize time step ¢ + 0

3: Set hyperparameters « (learning rate), By, B (decay rates), ¢ (small
constant)

4: while until # converges do

5: te—t+1

6 Compute gradient of the loss function g; + V,L(6)

T Update first moment estimate m; < f -my_1 + (1= 51) - @

8: Update second moment estimate v, < B - vy—y + (1 — fa) - g7
9: Correct bias in first moment 7, < m,/(1 — 5f)

10:  Correct bias in second moment @, + v,/(1 — %)

11: Apply update Af  —a - g/ (Vir + €)

12: Update parameters 8 < 6 + A8

13: end while
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! Convolution layer
2 Pooling layer
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! Self-supervised learning
2 Pre-training

% Pretext task

4 Auto-encoder

5 Encoder

6 Decoder
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convld_3 (ConvlD)

Input shape: (None, 20, 40) | Output shape: {None, 20, 16)

cohvld_4 (ConvlD)

Input shape: (None, 20, 16) | Output shape: (None, 20, 8)

batch_normalization_3 (BatchNormalization)

Input shape: (None, 20, 8) | Output shape: {(None, 20, 8)

max_poolingld_1 (MaxPooling1D)

Input shape: (None, 20, 8) | Output shape: (None, 10, 8)

convld_transpose_1 (ConvlDTranspose)

Input shape: (None, 10, 8) | Output shape: (None, 10, 16)

batch_normalization_4 (BatchNormalization)

Input shape: (None, 10, 16) | Output shape: {(None, 10, 16)

convld_5 (ConvlD)

Input shape: (None, 10, 16) | Output shape: (None, 5, 40)

batch_normalization_5 (BatchNormalization)

Input shape: (None, 5, 40)

Output shape: {(None, 5, 40)
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Input shape: (None, 20, 40) | Output shape: (None, 20, 16)

Input shape: (None, 20, 16) | Output shape: (None, 8)

repeat_vector (RepeatVector)

Input shape: (None, 8) | Output shape: (None, 5, 8)

Input shape: (Mone, 5, 8) | Output shape: (None, 5, 8)

time_distributed (TimeDistributed)

Input shape: {(None, 5, 8)

Output shape: (None, 5, 40)
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dense_16 (Dense)

Input shape: (None, 1, 800)

Output shape: (None, 1, 512)

dense_17 (Dense)

Input shape: {(None, 1, 512)

Output shape: (None, 1, 256)

dense_18 (Dense)

Input shape: (None, 1, 256)

Output shape: (None, 1, 128)

Input shape: (None, 1, 128)

dense_19 (Dense)

Output shape: (None, 1, 64)

Input shape: (None, 1, 64)

dense_20 (Dense)

Output shape: (None, 1, 32)

Input shape: (None, 1, 32)

dense_21 (Dense)

Output shape: (None, 1, 64)

Input shape: (None, 1, 64)

dense_22 (Dense)

Qutput shape: (None, 1, 128)

dense_23 (Dense)

Input shape: (None, 1, 128)

Output shape: (None, 1, 200)
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