] .. . Iranian
( Journal of Information and Society of
. Information and

ITRC Communication Technology .
ICT Researchlinstitute -

Communication

(Iran Telecommunication Research Center) Technology

Volume 17, Issue 66-67, Autumn and Winter 2025, pp. 54-68

Security Evaluation of Information Systems with Systems
Dynamics Approach
(Study Case: Agriculture Bank)

Amirhossein Abdolalipour!*, Mohsen Shafiee?

! Assistant Prof, Department of Industrial Managemen, Khoy Branch, Islamic Azad University, Khoy. Iran

2MSc. in Information Technology Management, Faculty of Management, Electronic Branch, Islamic Azad University,
Tehran, Iran.

Received: 20 October 2024, Revised: 10 June 2025, Accepted: 25 August 2025
Paper type: Research

Abstract

The main goal of the current research is to identify and analyze the interactions between various factors
affecting information security and risks in the information systems of the Agriculture Bank using the systems
dynamics approach. The simulation results show that the scenarios of increasing the security budget and
improving the awareness of employees will bring the greatest risk reduction in the 36-month time horizon for
the bank's information system. In the time horizon of 3 years, the risk level of the bank's information system
will reach below 0.01. While with the implementation of the security budget increase scenario, this amount will
be less than 0.001. In the mentioned time horizon, by increasing the budget from 1000 units to 1500 units in the
10th month, the information security level of the Agriculture Bank will increase to about 95%. To achieve this
goal, the optimal allocation of resources should include new technologies and continuous training of
employees. Also, it is essential to develop and update security protocols and regularly assess the weaknesses of
financial institutions. Finally, it is suggested to establish a continuous monitoring and evaluation system of the
bank's information systems security and to use the advice of information security experts to optimize security
strategies and approaches.
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