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Abstract

With the rapid expansion of the Internet of Things and the increase in the number of devices connected to the
Internet, the security of Internet of Things systems has become a serious challenge. Due to the easy access to
these devices and existing security weaknesses, we are witnessing various attacks and an increasing penetration
of these systems. One of the effective tools in dealing with these threats is intrusion detection systems. In this
study, a hybrid model for intrusion detection in Internet of Things networks is presented that uses machine
learning methods (logistic regression, support vector machine, nearest neighbor, random forest, decision tree, and
multilayer neural network) along with principal component analysis (PCA) to reduce data dimensions. The
proposed method was implemented and investigated on the UNSW-NB15 dataset. Based on the results obtained;
The logistic regression model with a single-class accuracy of 97.84% and a multi-class accuracy of 89.81%, the
support vector machine model with a single-class accuracy of 97.85% and a multi-class accuracy of 89.89%, the
nearest neighbor model with a single-class accuracy of 98.31% and a multi-class accuracy of 88.55%, the decision
tree model with a single-class accuracy of 98.11% and a multi-class accuracy of 85.45%, and the multilayer
neural network model with a single-class accuracy of 98.39% and a multi-class accuracy of 89.94% have been
able to identify different types of attacks. In particular, the results obtained indicate that the random forest model
with a single-class accuracy of 98.63% and a multi-class accuracy of 89.06% has the best performance among
the models. Also, the false positive rate was reduced to about 4% and the processing time was less than 1
millisecond. Comparison of the proposed method with other methods showed that the proposed method, with an
accuracy of 84% provides significant improvement in accuracy, efficiency, and speed. Overall, the proposed
model can be used as an effective and reliable method for detecting attacks in 10T networks, especially in
resource-constrained environments.
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